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Note: 

Voter Id's (VID's) are 
digital signatures of the 
voter's SSN, DOB 
using the Voter 
Register's private key. 


A digital "voting-confirmation" is returned 
containing the vote serial number (VSN), and both the 
client's and server's signature of the vote, This 
confirmation is encrypted with the voter's public 
key and signed by the server. 


75\(VSN)-- 



Note: 

To provide voter anonymity while retaining 

non-repudiation and election integrity, 
choices/cost ballots/Beast are re-signed by 
server before appending to election database. 


Note: 

The Voted table contains PKc(VID) entries for 
each person who has voted. Since the entries are 

encrypted with the voters public key, the server 
cannot detennine voter identity. However it CAN 
check if an individual tries to vote more than once. 
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Note: 

This demographic data would come from j 
the Voter Demographics database and | 
would be used to support types of reports. | 


Note: 
These Tables are 
Append-Only 
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FIG. 3B 
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